Pension Schemes 

Specialist Assignment Manual
Version 10.0

What’s changed?

We are pleased to issue updates to your Pensions Specialist Assignment Manual (SAM) (dated 11/18).  The principal technical changes in these updates relate to:

Revised FRC Auditing Standards 2017

In July 2017 the FRC issued revisions to:

· ISA (UK) 250 Section A - ‘Consideration of Laws and Regulations in an audit of Financial Statements’;

· ISA (UK) 330 ‘The Auditor’s Response to Assessed Risks’; and

· ISA (UK) 505 ‘External Confirmations’.

The revised standards apply to audits of financial statements for periods commencing on or after 15 December 2017.  Appendix II below provides further details of changes to audit requirements resulting from the revised UK Auditing Standards and consequential amendments to the documentation and guidance included in your manual.

Other Changes

On 25 June 2018, the Financial Reporting Council withdrew ‘Practice Note 26 – Guidance on Smaller Entity Documentation’, references to this practice note within your manual have since been deleted. 

Further to our ‘GDPR (General Data Protection Regulations) and Engagement Letters Update’ email alert sent 11 June 2018, we have updated our example ‘Terms of Business’ within the example letters section of your manual. 

Further to our email alert on 30 May 2018 regarding the positioning of the Bannerman disclaimer paragraph, we have updated our example Audit Reports within the example reports section of your manual. 

We have also updated money laundering forms and guidance to reflect provisions of the 2017 Money Laundering Regulations and CCAB Anti-money laundering guidance for the accountancy sector.  

See Appendix III for further details in these and other areas where changes have been made. 

And finally, you may notice that PDF versions of the fair copy documents have been added to your manual as separate subfolders within Sections E, F and G. For those subscribers who use Microsoft Office 365, we are aware of certain issues which can affect the appearance of the forms within the manual, and we are therefore pleased to offer PDF versions of the affected documents in order to allow completion of these documents.  

For a detailed list of all changes made as part of this update, see Appendix IV.

What’s next?

The next update to the manuals will reflect Amendments to FRS 102 The Financial Reporting Standard applicable in the UK and Republic of Ireland Triennial review 2017: Incremental improvements and clarifications published in December 2017 and the new Pensions Statement of Recommended Practice (SORP) 2018 published in July 2018. 

This will predominantly affect the pro forma accounts and accounts disclosure checklists within the manuals and, subject to specific early-adoption provisions, amendments are effective for accounting periods beginning on or after 1 January 2019.
Contact us 

We are always pleased to receive feedback on our manuals, including any improvements that you would like to see incorporated.  Please contact me or my colleague Andy Holton if you have any comments to make.  My contact details can be found in Appendix I below.
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Jenny Faulkner

November 2018

Appendix I - How to access the update

The updated manual is available to download from our online services website:

1. Visit www.mercia-group.co.uk
2. Click on ‘My Account’ at the top of this webpage.
3. Enter your sign in details. 

Forgotten your password?

If you have forgotten your password click on the ‘Forgot password’ and enter your email address. An email will be sent with a link to reset your password.  

4. Once you have signed in, you will see your dashboard. At the bottom of your dashboard you will see ‘My support products’ area showing some of your support products. To view all your support products and download your manual, click on the ‘View more and download’ button. 

The updated version of the manual is available to download (SAM Pension Schemes 10.0 (Nov 18)).  Click on ‘Download’ and save the download to your chosen destination.  

5. Click on the ‘set up’ file downloaded to your chosen destination from step 4 above.  You can then install the manual to your chosen destination.  

The default destination will continue to be your program files, under a ‘Mercia’ folder:

C:\Program Files\Mercia\SAM - Pension Schemes 10.0

If you wish to store the manual elsewhere, please browse to your preferred location during the installation process.   

Where the manual is installed direct on to your computer you will be able to access it from an icon installed on your desktop, as well as through the folder containing program files on your hard drive.

Adjusting your macro security settings in Microsoft Word

You may find that you have to adjust your macro security settings in Microsoft Word in order to access the manual.  You’ll find guidance on how to do this in Appendix V. 

Please note that we do not currently support Windows Office RT, Office Mobile and Office 365 Online, however Office 365 with a locally installed copy of the Office suite is supported.

Implementation

The updated version of the manual should be used with immediate effect.  

Contact us

	Administration queries:


	Email TechnicalManuals@mercia-group.co.uk 

	I.T. related queries:


	David Hirst or Doris Vargas at david.hirst@mercia-group.co.uk or doris.vargas@mercia-group.co.uk


	Mercia website login details requests:


	Email onlineservices@mercia-group.co.uk 



	Technical queries:


	www.mercia-group.co.uk/tech-query-request/ and submit your query using the form provided. 



	General Mercia technical manual enquiries:
	Jenny Faulkner at jenny.faulkner@mercia-group.co.uk or Andy Holton at andy.holton@mercia-group.co.uk


	Telephone:
	0116 258 1200


Appendix II - Revised FRC Auditing Standards 2017

In July 2017 the FRC issued revisions to:

· ISA (UK) 250 Section A - ‘Consideration of Laws and Regulations in an audit of Financial Statements’;

· ISA (UK) 330 ‘The Auditor’s Response to Assessed Risks’; and

· ISA (UK) 505 ‘External Confirmations’.

The revisions to ISA (UK) 250 Section A reflect changes made to the International Code of Ethics for Professional Accountants issued by the International Ethics Standards Board for Accountants (IESBA). The International Auditing and Standards Board (IAASB) made revisions to ISA (UK) 250 Section A to align with the requirements of the revised Code. The standard was further revised in December 2017 for the Fourth Money Laundering Directive and the withdrawal of Practice Note 12 on Money Laundering.

The revisions to ISA (UK) 330 and ISA (UK) 505, and the withdrawal of Practice Note 16 – Bank Reports for Audit Purposes in the United Kingdom, have implications for firms and their approach to obtaining bank confirmations.

Laws and regulations

In July 2017 the FRC revised ISA (UK) 250: Consideration of Laws and Regulations in an Audit of Financial Statements and made conforming amendments to other ISAs (UK). The limited revision concerned updates in July 2016 to the International Ethics Standards Board for Accountants’ Code of Ethics for Professional Accountants (the IESBA Code) to address the professional accountant’s responsibility in relation to non-compliance with laws and regulations (NOCLAR).

In response to these changes, the IAASB issued a revision of ISA 250: Consideration of Laws and Regulations in an Audit of Financial Statements, making limited amendments to ISA 250 (Revised) in order to address actual or perceived inconsistencies of approach between the NOCLAR provisions in the revised IESBA Code and the ISAs.

The FRC made the same amendments to ISA (UK) 250 with necessary conforming amendments to other ISAs (UK) to:

· clarify the requirement regarding the auditor’s determination of whether to report identified or suspected NOCLAR to an appropriate authority outside the entity and the auditor’s duty of confidentiality, in order to recognise the different provisions of laws, regulations, or relevant ethical requirements;

· highlight that the auditor may have additional responsibilities under law, regulation or relevant ethical requirements, including possible documentation requirements and communicating to other auditors;

· enhance the consideration of the implications of NOCLAR on the audit, for example, the reliability of management’s representations, the implications for the auditor’s report, and the consideration of whether to withdraw from the engagement; and

· emphasise the fact that, in certain cases, communication with management or those charged with governance may be restricted or prohibited by law or regulation, for example tipping-off provisions that might prejudice an investigation by an appropriate authority into an actual, or suspected, illegal act.

Further revision to ISA (UK) 250A in December 2017 and withdrawal of PN 12

The FRC issued a further revision in December 2017 to provide revised guidance on the auditor's responsibilities in respect of money laundering, terrorist financing and proceeds of crime legislation in the UK. An appendix was added following consultation with HM Treasury, HM Revenue and Customs and the National Crime Agency. The new ISA (UK) is effective for audits of financial statements for periods commencing on or after 15 December 2017.

Since this Appendix supersedes the guidance that had been included in Practice Note 12 Money Laundering, this Practice Note was withdrawn.

Your guidance notes and relevant documents within the completion section of your manual have been updated to include relevant prompts and guidance in relation to the audit of laws and regulations and the auditors’ responsibilities therein. Some minor best practice amendments have also been incorporated into this update. 

A full list of all of the changes made in these updates can be found in Appendix IV.

Bank confirmations

In July 2017 the Financial Reporting Council (FRC) withdrew Practice Note 16 (Bank Reports for Audit Purposes in the United Kingdom) and made conforming revisions to:

· ISA (UK) 330: The Auditor’s Responses to Assessed Risks; and

· ISA (UK) 505: External Confirmations.

PN16 was an unusual departure from the general principle that PNs exist to apply the risk-based audit methodology set out in ISAs (UK) as it set out the process that auditors should follow when requesting bank confirmation letters, and provided an agreed and consistent process, supported by templates issued by the British Bankers’ Association (now integrated into UK Finance) for doing so. The amendments have the effect of streamlining and integrating the guidance relating to obtaining bank reports for audit purposes into the auditing standards.

Amendment to ISA (UK) 330

A50 of the application material is amended to state:

“The auditor may determine that external confirmation procedures performed for one purpose provide an opportunity to obtain audit evidence about other matters. For example, confirmation requests for bank balances often include requests for information relevant to other financial statement assertions. Such considerations may influence the auditor’s decision about whether to perform external confirmation procedures.”

Additional guidance has been inserted as follows:

“In the UK, depending on the auditor’s risk assessment, the auditor considers whether confirmation is needed in relation to additional information such as trade finance transactions and balances or information about guarantees and other third party securities, in addition to the confirmation of balances and other banking arrangements usually provided in such a request”.

Amendment to ISA (UK) 505 – External Confirmations

An additional footnote is added. This reads as follows:

“Pro-forma templates to obtain bank confirmations in the United Kingdom which have been agreed with the British Bankers’ Association on behalf of the industry can be found at: https://www.bba.org.uk/policy/financial-and-risk-policy/financial- reporting/audit/instructionsforusing-pn16-templates/”

The bank and cash audit programme has been amended to highlight that bank letters should be sent based on the firms risk assessment. 

As a result of the changes made to ISA (UK) 250 and ISA (UK) 330 outlined above, conforming amendments were made to the following:

· ISQC (UK) 1
Quality Control for Firms that Perform Audits etc.

· ISA (UK) 210
Agreeing the Terms of Engagement

· ISA (UK) 220
Quality Control for an Audit of Financial Statements

· ISA (UK) 240
The Auditor’s Responsibilities Relating to Fraud

· ISA (UK) 260
Communication with Those Charged With Governance

· ISA (UK) 450
Evaluation of Misstatements Identified During the Audit

· ISA (UK) 500
Audit Evidence

· ISA (UK) 505
External Confirmations

Where relevant guidance in the manual has been updated. 

A full list of all of the changes made in these updates can be found in Appendix IV.

The effective date for the revisions to standards is for the audit of financial statements for periods commencing on or after 15 December 2017. The effective date aligns the changes with the FRC’s revision of ISA (UK) 250.

Appendix III - Other changes

Smaller entity audit documentation

In June 2018, the FRC withdrew Practice Note 26: Guidance on Smaller Entity Documentation (PN26).  References to PN26 have therefore been removed from guidance accompanying the freeform planning approach within your manual.  This documentation may still be used for small, or non-complex, engagements as the foundation of a high quality, compliant and proportionate audit approach.

General Data Protection Regulations (GDPR) and Engagement Letters

Further to our GDPR (General Data Protection Regulations) and Engagement Letters email alert sent on 11 June 2018, we have updated our example ‘Terms of Business’ within the example letters section of the manual which contains an updated paragraph on data protection. 

The updated terms of business should be used with immediate effect. 

Privacy notices

The right for individuals to be informed about how their personal data is collected and used is a key transparency requirement under the GDPR.  You must provide individuals with information including, your purposes for processing their personal data, your retention periods for that personal data, and who it will be shared with. 

The Information Commissioner’s Office provides guidance on what information to provide in a privacy notice, when to provide it, how to provide it, etc. at www.ico.org.uk.

Privacy notices lend themselves well to being put on a website.  If you choose this option you could make your clients aware of this in your engagement letters by providing them with a reference to where your notice can be found on your website.  You could, of course, append to, or include your privacy notice in, the terms of business in your engagement letter if preferred.  

Example wording for some of the matters that should be covered in your privacy notice is given in the aforementioned email alert and has been included in Appendix VI to this letter. 
Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017 and finalised CCAB Anti-Money Laundering Guidance for the Accountancy Sector

Money laundering forms and guidance the Audit Manual and Audit Procedures Manual have been updated for changes required under the Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017 and CCAB Anti-Money Laundering Guidance for the Accountancy Sector.

Notable changes arising from the new regulations and revised CCAB guidance include a number of additional prompts driven by, for example, the National Risk Assessment and updated requirements relating to Politically Exposed Persons (PEPs).  

We have updated money laundering forms and guidance to reflect the above.  These should be used with immediate effect. 

ICAEW Technical Release 01/03AAF (Revised) The Audit Report and Auditors’ Duty of Care to Third Parties

Further to our email alert on 30 May 2018, regarding the positioning of the Bannerman paragraph, we have updated the Audit Reports in section C of your manual. The email alert was based on the Audit and Assurance Faculty at the ICAEW publishing their updated technical release on The Audit Report and Auditors’ Duty of Care to Third Parties. The Technical Release provides updated guidance on the positioning of the ‘disclaimer’ paragraph that the ICAEW recommend is included in an auditor’s report to help manage the risk of liability to third parties (also referred to as ‘Bannerman Clarification Language’).


The guidance now recommends that this paragraph is positioned at the final section of the audit report, directly preceding the auditor’s signature. The example given in the technical guidance includes the paragraph under the subheading ‘Use of our report’.

The technical release notes that ‘based on advice from Leading Counsel, ICAEW believes that it is desirable that the same wording should appear in the same position in audit reports generally. Consistency in these respects will promote clarity and certainty as to the scope of the auditor’s responsibility’. As such, the disclaimer paragraph in your auditor’s statement about contributions report has also been repositioned. 

ICAEW Technical Release 04/02AAF Management Representation Letters: Explanatory Note

Further to the Barings Futures Singapore v Deloitte & Touche high court decision in 2002 which emphasised the need for auditors to consider whether the directors which make management representations are sufficient well informed to do so, the ICAEW have updated their guidance on management representation letters. 

The technical release states that in order to focus directors’ attention on whether proper inquiries have been made, the auditor may find it helpful to request the directors to add a sentence to the representation letter. The wording given in the technical release is not mandatory and purely illustrative. Your letter of representation has been amended to ensure best practice in this area. The technical release also advises the auditor to ask the signatories of the representation letter what steps they took to obtain comfort that such an assertion had substance. An additional test has been added to the completion checklist at A31 to incorporate such best practice. 

Your representation letter and relevant completion forms in your manual have been updated accordingly.  These should be used with immediate effect.

A full list of all of the changes made in these updates can be found in Appendix IV.

Appendix IV - Detailed list of changes

Set out below is a list of all the documents that have been revised in this update, along with a brief explanation of how they have changed.  

If you would like a hard copy of the manual, please contact us on 0116 258 1200 or send an email to TechnicalManuals@mercia-group.co.uk.  There is a £25 administration charge for this service.

Pages to be changed



Main reason for change

	Section A – Guidance notes


	
	

	· 1 - Contents and guidance notes
	-
	Updated for the changes made in this update.



	
	
	· Paragraph 3.3 and 11.1 (Small schemes) - guidance added that year end must be 6 April to be eligible for exemption from audit.

	
	
	· Paragraph 3.4 (Additional voluntary contributions)- guidance added explaining that the nature of an AVC scheme determines how it is accounted for.

	
	
	· Paragraphs 4.11-4.12 (GDPR) - guidance added concerning the application of GDPR to pension schemes

	
	
	· Paragraph 7.2 (Money laundering regulations) - guidance added explaining that it will be usual to apply normal due diligence to a pension scheme.



	· 2 - Getting started for new manual users


	-
	Updated for the changes made in this update including revised text in relation to the withdrawal of PN26.

See Appendix III for further guidance. 



	· 3 - Update 11/18 - What’s changed
	-
	A copy of this guidance has been added to this manual.



	· 4 - Creator - getting started
	-
	Updated for the changes made in this update.



	Section B – Example letters


	
	

	· 2.1 - Schedule of professional services - Audit
	-
	Paragraph 1.3 (old) removed as UK GAAP now embedded.



	· 2.3 - Schedule of professional services - Non-statutory audit
	-
	Paragraph 1.4 (old) removed as UK GAAP now embedded.



	· 2.4 - Schedule of professional services - Non audit
	-
	Paragraph 1.3 (old) removed as UK GAAP now embedded.



	· 3 - Terms of business
	-
	Updated ‘Data Protection’ section. 

See Appendix III for further guidance. 




Pages to be changed



Main reason for change

	Section B – Example letters (continued)


	
	

	· 6 - Letter of representation
	-
	Initial paragraph confirming managements’ / trustees’ responsibilities updated as per best practice guidance issued by the ICAEW.

See Appendix III for further guidance. 



	
	-
	First bullet point on examples of other matters where confirmation of representations may be necessary removed as UK GAAP now embedded.



	Section C – Example reports



	· 1-3 - Unqualified audit reports 
	-


	‘Bannerman’ duty of care paragraph moved to the end of the report. 

See Appendix III for further guidance. 



	Section D – Example accounts



	· 1-3- SORP 2015 (FRS 102) financial statements


	-
	Removed transition to new UK GAAP disclosures as now UK GAAP is embedded and other minor best practice amendments



	Section E – Disclosure checklists 



	· PDFs


	-
	New subfolder to include PDFs of disclosure checklists. 



	Section F – Permanent file documents



	· PF1 New client checklist
	-
	Updated to reflect provisions of the 2017 Money Laundering Regulations and finalised CCAB guidance. 

See Appendix III for further guidance. 



	· PF1 Existing client checklist
	-
	Updated to reflect provisions of the 2017 Money Laundering Regulations and finalised CCAB guidance. 

See Appendix III for further guidance. 



	· PF2 - Systems documentation
	-
	Minor consistency amendments.



	· PDFs


	-
	New subfolder to include PDFs of permanent file documents. 




Pages to be changed



Main reason for change

	Section G – Current file documents 


	· B11 - Planning checklist (both freeform and full B section versions)


	-
	Prompt for B32-FRF (Change of Financial Reporting Framework) deleted.



	· B32-FRF - Change of financial reporting framework 


	-
	Form deleted as new UK GAAP embedded. Consideration of risks arising from any new accounting requirements is still prompted at PF1-2.



	· I5-1 - Bank and cash audit programme


	-
	Amended test 1 to reference that requesting bank letters is based on the auditor’s risk assessment. 

See Appendix II for further guidance. 



	· K3-1 - Other audit areas audit programme
	-
	Updated test 9 to also refer to those charged with governance in relation to enquiries and obtaining written confirmations when auditing laws and regulations. 



	· K5-2- Other audit areas audit programme
	-
	Deleted test 32 as now a duplication of test 9. Subsequent renumbering.  



	· A31-2 - Audit completion checklist
	-
	Evidence - additional cross reference for test 2 - ISA (UK) 250A. 

See Appendix II for further guidance. 



	· A31-3 - Audit completion checklist
	-
	Evidence – amended test 7 for ISA (UK) 250A to refer to ‘identified or suspected’ non-compliance with laws and regulations. 

See Appendix II for further guidance. 



	
	-
	Evidence – new test 8 for ISA (UK) 250A for when sufficient evidence is not obtained for suspected non-compliance with laws and regulations and assessment on audit opinion. Subsequent tests renumbered.




	·  A31-5 - Audit completion checklist
	-
	Client communication – new best practice test 4 –enquiring of management representation letter signatories how they obtained comfort that their representations have substance. 

See Appendix III for further guidance. 



	
	-
	Updated test 6 for ISA (UK) 250A to refer to reporting responsibilities for non-compliance with laws and regulations and reporting to external third parties such as the NCA. 

See Appendix II for further guidance. 



	· A52-1 - Communication with management
	-
	Updated test 5 for ISA (UK) 250A - amended communication requirement where there is non-compliance with laws and regulations. 

See Appendix II for further guidance. 




Pages to be changed



Main reason for change

	Section G – Current file documents (continued)


	· A52-2 - Communication with those charged with governance
	-
	Updated for ISA (UK) 250A - amended communication requirement where there is non-compliance with laws and regulations. 

See Appendix II for further guidance. 



	· PDFs


	-
	New subfolder to include PDFs of current file documents. 




Appendix V - Adjusting your macro security settings

Macro Security

To run the Pension Scheme 10.0, you will need to enable the macros. To alter the macro settings:

In Microsoft Office 2007:

· Click on the Microsoft Office logo (which can be found in the top left hand corner of the screen in Word)

· Click on ‘Word Options’ at the bottom of the window 

· Click on ‘Trust Centre’ on the left hand menu

· Once selected the Trust Centre settings button will appear on the bottom right - click the ‘Trust Centre Settings’ button and from the left hand menu of the new screen, choose ‘Macro settings’ on the left

· Choose the bottom option; ‘Enable all macros (not recommended; potentially dangerous code can run)’

· Close all open Office program windows

· Click on Start\All Programs\Mercia\SAM - Pension Schemes 10.0 or double click on the Pension Schemes SAM 10.0 icon on your desktop

· Click on the ‘Enable Macros’ button

In Microsoft Office 2010 / Microsoft Office 2013 / Microsoft Office 2016:
This covers the installation default setting, your individual set up may vary.

· Run the Pension Schemes SAM 10.0 from either the desktop icon, the start menu icon or from programs

· Click the “Enable Content” button on the yellow bar

· The manual will now open

If your computer settings for ‘trusted documents’ or ‘macro settings’ are different from the installation defaults please contact your systems administrator / I.T. team for further advice on whether you are permitted to change these.

Microsoft Windows 8 / Office 2013 users: If your default start up option settings in Microsoft Word are to open email attachments and other uneditable documents in ‘reading view’, please click the ‘View’ tab, followed by ‘Edit Document’ to continue when opening the manual.  An option to run ‘Creator’ will appear on the ‘Add-Ins’ tab. 

Appendix VI - Example wording for some of the matters that should be covered in your privacy notice 

Example wording for some of the matters that should be covered in your privacy notice 

As noted above, guidance from the Information Commissioner on privacy information can be found at www.ico.org.uk.  Guidance is also available from ICAS and the ICAEW.

Below you will find some example wording that you could start with under the various headings that may be covered in your firm’s privacy notice if you have not completed this already.  This wording is intended as general guidance only and must be tailored for application in your individual firm.  You should keep this wording under review as further guidance emerges.

Privacy notice for [insert name of firm]

[Insert name of firm] takes the protection of your privacy very seriously.  We will only use your personal information to deliver the [products and] services you have requested from us, and to meet our legal responsibilities [edit as applicable following the results of your data audit].

How do we collect information from you?

We obtain information about you when you engage us to deliver our [products and/or] services and/or when you use our website, for example, when you contact us about our [products and/or] services.

What type of information do we collect from you?

The personal information we collect from you will vary depending on which [products and/or] services you engage us to deliver.  The personal information we collect might include your name, address, telephone number, email address, your Unique Tax Reference (UTR) number, your National Insurance number, bank account details, your IP address, which pages you may have visited on our website and when you accessed them.

How is your information used?

In general terms, and depending on which [products and/or] services you engage us to deliver, as part of providing our agreed services we may use your information to:

· contact you by post, email or telephone

· verify your identity where this is required

· understand your needs and how they may be met

· maintain our records in accordance with applicable legal and regulatory obligations

· process financial transactions

· prevent and detect crime, fraud or corruption

· [insert other purposes as applicable].

We are required by legislation, other regulatory requirements and our insurers to retain your data where we have ceased to act for you.  The period of retention required varies with the applicable legislation but is typically five or six years.  To ensure compliance with all such requirements it is the policy of the firm to retain all data for a period of [seven] years from the end of the period concerned.

[Firms should check the retention period with their PI provider as some argue that the statute of limitations means that client files must be kept for 15 years. Where appropriate the above wording should be amended.]

Who has access to your information?

We will not sell or rent your information to third parties.

We will not share your information with third parties for marketing purposes.

Any staff with access to your information have a duty of confidentiality under the ethical standards that this firm is required to follow.

Third Party Service Providers working on our behalf

We may pass your information to our third party service providers, agents, subcontractors and other associated organisations for the purposes of completing tasks and providing services to you on our behalf, for example to process payroll or basic bookkeeping.  However, when we use third party service providers, we disclose only the personal information that is necessary to deliver the service and we have a contract in place that requires them to keep your information secure and not to use it for their own purposes. 

Please be assured that we will not release your information to third parties unless you have requested that we do so, or we are required to do so by law, for example, by a court order or for the purposes of prevention and detection of crime, fraud or corruption.

How you can access and update your information

Keeping your information up to date and accurate is important to us.  We commit to regularly review and correct where necessary, the information that we hold about you.  If any of your information changes, please email or write to us, or call us using the ‘Contact information’ noted below.

You have the right to ask for a copy of the information [insert firm’s name] holds about you.

Security precautions in place to protect the loss, misuse or alteration of your information

Whilst we strive to protect your personal information, we cannot guarantee the security of any information you transmit to us, and you do so at your own risk. 

Once we receive your information, we make our best effort to ensure its security on our systems. Where we have given, or where you have chosen, a password which enables you to access information, you are responsible for keeping this password confidential.  We ask you not to share your password with anyone.

Your data will usually be processed in our offices in the UK.  However, to allow us to operate efficient digital processes, we sometimes need to store information in servers located outside the UK, but within the European Economic Area (EEA).  We take the security of your data seriously and so all our systems have appropriate security in place that complies with all applicable legislative and regulatory requirements.

Your choices

We may occasionally contact you by [post / email / telephone] with details of any changes in legal and regulatory requirements or other developments that may be relevant to your affairs and, where applicable, how we may assist you further.  If you do not wish to receive such information from us, please let us know by contacting us as indicated under ‘Contact information’ below.

[Newsletters: If you wish to send a regular newsletter or other marketing material to clients this may fall outside the ‘legitimate interests’ lawful basis for processing data and may also fall within the scope of the Privacy and Electronic Communications Regulations.  If you will be engaging in such activities you should obtain consent to do so.]

Your rights

Access to your information: You have the right to request a copy of the personal information about you that we hold.  

Correcting your information: We want to make sure that your personal information is accurate, complete and up to date and you may ask us to correct any personal information about you that you believe does not meet these standards.

Deletion of your information: You have the right to ask us to delete personal information about you where:

· you consider that we no longer require the information for the purposes for which it was obtained 

· you have validly objected to our use of your personal information - see ‘Objecting to how we may use your information’ below

· our use of your personal information is contrary to law or our other legal obligations

· [we are using your information with your consent and you have withdrawn your consent - see ‘withdrawing consent to use your information’ below].

Restricting how we may use your information: In some cases, you may ask us to restrict how we use your personal information.  This right might apply, for example, where we are checking the accuracy of personal information about you that we hold or assessing the validity of any objection you have made to our use of your information.  The right might also apply where there is no longer a basis for using your personal information but you do not want us to delete the data.  Where this right is validly exercised, we may only use the relevant personal information with your consent, for legal claims or where there are other public interest grounds to do so.

Objecting to how we may use your information: Where we use your personal information to perform tasks carried out in the public interest then, if you ask us to, we will stop using that personal information unless there are overriding legitimate grounds to continue.  [You have the right at any time to require us to stop using your personal information for direct marketing purposes.]

[Delete if not applicable as you do not rely on consent] Withdrawing consent to use your information: Where we use your personal information with your consent you may withdraw that consent at any time and we will stop using your personal information for the purpose(s) for which consent was given.  

Please contact us in any of the ways set out in ‘Contact information’ below if you wish to exercise any of these rights.

Changes to our privacy notice

We keep this privacy notice under regular review [and will place any updates on [insert link to where website if you wish to use this approach].  Paper copies of the privacy notice may also be obtained from [insert how / where].

This privacy notice was last updated on [insert date].

Contact information 

[Insert relevant contact details, including the name or email address to use for these purposes]

Complaints

We seek to resolve directly all complaints about how we handle your personal information but you also have the right to lodge a complaint with the Information Commissioner’s Office at 

Information Commissioner's Office

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Telephone - 0303 123 1113 (local rate) or 01625 545 745

Website: https://ico.org.uk/concerns
Disclaimer - for information of users: 

This guidance is published for the information of subscribers to Mercia’s Technical Manuals. It provides only an overview of the legislation, regulations and guidance in force, or due to come into force, at the date of publication, and no action should be taken without consulting the detailed legislation, regulation or guidance or seeking professional advice. Therefore, no responsibility for loss occasioned by any person acting or refraining from action as a result of the material contained in this guidance can be accepted by the authors or the company.
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